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IEC-62443 Requirement for Static Code Analysis

» IEC-62443-4-1 SI-2
- Static Code Analysis for source code to determine security coding errors such as buffer over-
flow, null pointer dereferencing etc, using the secure coding standard for the supported
programming languages
+ Exida comment
- This requirement refers to static analysis tools, Static analysis must be run on the source
code, the combination of code reviews and static analysis should confirm that the coding
guidelines have been met. Further investigation needed to verify if Coverity by Synopsys
could possibly be used as it is free for open source projects

Coverity Scan

Coverity Scan is a free static-analysis cloud-based service for the open source community

How to use Coverity scan

1. Create account &register an open source projectin coverity scan website https://scan.coverity.com/

SYNoPSYS

Analysis Metrics

Version: myproj/1.0

Dec 15, 2020 43,949 I
Last Analyzed Lines of Code Analyzed

Defect changes since previous build datec

Newty detected Eliminated

Defects by status for current build

I
Total defects Outstanding

2. Download coverity scan self-build tool from coverity scan website(.tar.gz)
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Up|Oad a PI’OJeCt BL"Id Tarball too big to upload

over HTTP?

. . Use our tarball URL submissic
Be sure to and build your project before you begin. form . '

To automate the download, consult the Automation seclivr-helow.

Project Version

ProjectBuild version:2.3, 2.5 efc.

Click on “Download
Coverity scan self-
Description/tag: Major release etc build”

Description/tag

Upload Tar File | Cheose File | No file chosen

Choose the tarball created using Coverity Scan Self-Build tool.

SYNOPSYS™ 1, ) e —

Download the Coverity Scan Bwld Tool: C/C++

Java C# JavaScript Other

These instructions are specific to your project's language. Be sure to select the appropriate tab Download Coverity
above. Build Tool

Download Coverity Build Tool
version for your platform here.
DS,

Downloading and Building Checksur

Select platform to
: i Version: 2019.03
download coverity build Updatod: May 24th, 2019
tool [.tar.gz file]

To Set-up:

1. Download and extract the tarball or zip file
2. Add the bin directory to your path
The Coverity Build Tool comes pre-configured for gec. For all other compilers, please run compiler 0 [
configuration steps shown below. .

To Build: i

1. Change to your build directory (i.e. ‘cd’)

3. Extract .tar.gz and add the coverity scan self-build tool’s bin directory to the path in Linux PC
* $ export PATH=$PATH: $(pwd)/cov-analysis-linux64-2019.03/bin
4. Checkout repository/package and run the Coverity scan self-build tool inside the repository

* $ cov-build -dir cov-int <build command>
* Ex: $ cov-build -dir cov-int make -> Build command make might change based on the pack-
age or repository

5. Create a compress tar archive of the results (generates .tgz file)

+ $ tar czvf myproject.tgz cov-int -> Upload the generated tarball(.tgz) to the coverity scan
website for analysis

Note:

+ Click on “submit build” -> “Download Coverity Scan Self-Build” option to see the detailed steps on
how to use the coverity scan tool https://scan.coverity.com/download?tab=cxx
* Register multiple projects if coverity scan analysis is required for multiple packages/repositories

6. Click on “Submit Build” to upload tarball(myproject.tgz) to coverity scan website
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Upload a Project Build

Tarball too big to upload
over HTTP?

c " . Use our tarball URL submission
Be sure to EELIENRLMIIEREIECENE NIV and build your project before you begin. o

To automate the download, consult the Automation section below.

Project Version

Project/Build version:2.3, 2.5 etc

Description/tag

Description/tag: Major release etc
Browse and upload .tgz file
Upload Tar File | choose File | No file chosen  ——— —

—

Choose the tarball created using Coverity Scan Self-Build tool.

7. Select project to see analysis metrics from the coverity website
SYNOPSYS™ iy esnvosrs I — . ¢ communty NS

@, View Defects

Analysis Metrics Number of lines

Dec 15, 2020 43,945 Configuration Progress
Last Analyzed Lines of Code Analyzed | —

Registered project
~ Submitted first build
Coverity scan
defects/vulnerability Configured compor
information

Submitted modeling file x

Defects by status for current build™

Nominate your project for
34 1 7 O 1 7 inclusion in the monthly Spotiight
Sernes for Coverity Scan Open
Total defects Outstanding Dismissed Fixed Source Projects.

8. Click on “View Defects” option to see Defects/Vulnerabilities from the coverity scan website

Be in the Spotlight!

cip-isar

cID Type Impact  Status  First Detected = Owner Classification 307774 Copy into fixed size buffer
307775 Copy Into fixed size buffer Low MNew 1211720 = Aring operation will write past the end of the fied-size destinabon
307774 Copy into fixed size buffer Low New 121120 Unassigned  Unclassified Ll ) R
In p for of statically URknewn Qe IS cog 1o
307773 Logically dead code Medium  New 121z .'I| a fixed-size destination bufler (CWE-120)
307772  Copy into fixed size buffer Low New 1211120 \
307771 Memset bufter size of 0 High New 121120 | = Triage
307770 Copy Into fixed size buffer Low New ‘|2-"‘|"2;l
| - Classification: | Unclassified w
! | v §
| Severity: | Unspecified ot
1 of 17 issues selected { | ¢ |Page 1|of » LA -
/ | Action; | Undecided ~
*= B W interpret.c -
o - | E Ext. Reference:  Type atiribute text
| | -
! ) Owner: Unassigned
// detect the file type Information about filename Information about filename
/f detect ile type
name = sudit_ftype_to_name(ival & S_IFMT); and line number of the and line number of the s (See the Trage History secton below for
2.c N name 1= NULL , taking true branch S coverity defect. coverity defect, ents)
if (name 1= MULL) ~ i
4 CID 307774 (#1 of 1): Copy into fixed size buffer (STRING_OVERFLOW) =}
3. fixed_size_dest: You might overrun the 48.character fixed-size string buf by copying name without checking the length. Apply + Next Apply
strepy(buf, nama);
else
{ fmesamed Limee tgme Lims » Projects & Streams

Note: * The coverity scan analysis can be integrated to Gitlab CI after project registration *



https://www.synopsys.com/blogs/software-security/integrating-coverity-scan-with-gitlab-ci/

Key points:

+ Coverity scan is free static analysis and cloud based service tool

+ Automation is possible using Gitlab CI

* Results can be easily published as coverity scan provides the defects view option
* Needs to create separate project for each package if there are multiple packages

Gitlab SAST

GitLab Software Application Security Testing(SAST) supports a variety of languages, package man-
agers, and frameworks

How to use Gitlab SAST

1. Refer the following link for how to configure the SAST in the project using Gitlab UI
* https://docs.gitlab.com/ee/user/application_security/sast/#configure-sast-in-the-ui
2. SAST job runs automatically once the SAST is enabled and configured in the .yml file
3. Refer the below link for supported languages and frameworks
* https://docs.gitlab.com/ee/user/application_security/sast/#supported-languages-and-
frameworks

Note: * Refer the content of SAST.gitlab-ci.yml file in the below link * https://gitlab.com/gitlab-
org/gitlab/blob/master/lib/gitlab/ci/templates/Security/SAST.qgitlab-ci.yml

4. Example: .gitlab-ci.yml file configuration looks as below

inciuce:

- template: Security/SAST.gitlab-ci._yml

stages: — N |
- build

- test

SAST template
Refer step-1 of "How to use
Gitlab SAST” lo include the

template

|
‘ CIP security packages

SAST job description.
dependencies added to
include CIP packages for

SAST analysis

SAST report
[ SAST generales separate
reporis for each scan tool
based on the detected

_ — languages]

- gl-sast-report.jsor

5. The SAST scan tools checks the repository for suitable files based on the scan tools and runs the
job if suitable file/files are present in the repository



Build Test

@ clone @ bandit-sast
eslint scan tool for html

) files
@ eslint-sast B 1

flawfinder scan tool for

Bandit scan tool for
Python files

Q
Q

Q

@ flawfinder-sast |3 - - CIC++ files
. p— | gosec scan tool for go
@ gosec-sast = I language
hpcs-security-audit
(:} hpcs-se s P !
phpes-securtty”.-\&2 scan tool for PHP files
@ spotbugs-sast o e

_— = — — spotbugs scan tool for
java files

6. Each scan tool generates separate report (gl-sast-report.json) and can be downloaded via arti-
facts

7. SAST flawfinder scan tool report looks as below

{
“version": "3.8.8", Vulnerability description in
"vulnerabilities™: [ message
{ i

"id": "Ted426818797b3fbal dbfE0d6 236514 ef abbocdbiSchblebdd Tobdddteedd”,
“category®: "sast”, —
"message™: “This accepts filename arguments; if an attacker can move those files, a race condition results. (CWE-362)",
"eve": "openssh,fopenhsd-corrmt.n’bsd-nisc.(:élifdfemlae(51;1;1859!-&33&282!:::itazﬁl,s‘ssoaea.‘:(%dii_e?acﬂit?:EdE-l_éz', B | Severity

"severity™: "Critical”, = —
“solution®: "Use fehmod( ) imstead®,
“scanner”: {
“id": “flawfinder”,
“name”: “Flawfinder”
h
"location®: {
"file": “openssh/openbsd-compat/bsd-misc.c”, - . '
"start_line": 208 Defect location: filename and
L line number
“identifiers®: [
{
“type™: "flawfinder_func_name",
"name”: "Flawfinder - chmod",
"value®™: "chmod"
b
{
"type™: "twe
"name”: "CWE-362",
value®: "382°, — Common Weakness
"url™: "https://cwe.mitre.org/data/definitions /362 html" - - Enumeration type details
} 1
1

Key points:

* Open source static analyzer from Gitlab for CI environment

+ Creates separate reports in json format for each scan tool

* Generates combined reports if there are multiple packages

* Need to check how to publish the results to upstream from the SAST reports (json)

Next Step

Following steps would be required further to apply Static Code Analysis (SCA) in CIP * Finalize list of
CIP packages for SCA * Integrating either coverity scan or gitlab SAST tool in isar-cip-core and Deby *
How to report issues found during SCA to upstream
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